Security Awareness – Stay Safe Online
To protect your account and personal information, please follow these essential security practices:
Keep your mobile and devices up to date
1. Install updates for your operating system, browser, and applications regularly.
1. Enable automatic updates whenever possible.
Protect your mobile and devices used to connect to ebanking 
1. Use an up-to-date antivirus and firewall
1. Do not install programs and applications from untrusted sources - Avoid logging in from public or unsecured devices.
Keep Your Credentials Confidential
1. Never share your password, SMS codes, or login details with third parties 
1. The Bank will never ask for your credentials by email, SMS, or phone.
Beware of Phishing
1. Always verify the website address (URL) before logging in. Preferably connect to the ebanking from the official Bank website.
1. Do not click on unexpected or suspicious links. 
1. Be cautious of messages with unusual urgency or spelling mistakes.
1. In doubt, always contact the Bank.
Secure Your Authentication
1. Enable strong authentication/two factor authentication (2FA) whenever available.
1. Protect your smartphone with a code, fingerprint, or face recognition.
1. Change your passwords regularly.
Use a Trusted Connection and trusted device
1. Ensure that website address begins with ‘https’ and contains a padlock icon, which indicates that the website is secure. By clicking on the padlock you are able to verify website’s certificate validity. It contains information about the certificate holder, issue and certificate expiry date.
1. Avoid using public Wi-Fi to access your e-banking services.
1. Prefer secured and private networks, as well as trusted devices to connect to the ebanking (ex: home or work computer)
1. Use logout/logoff feature to terminate connection. 
Other useful links 
The National Cybersecurity Competence Center: https://nc3.lu/
BeeSecure:  https://www.bee-secure.lu/fr/
